Objective Clinical decision support (CDS) is essential for delivery of high-quality, cost-effective, and safe healthcare. The authors sought to evaluate the CDS capabilities across electronic health record (EHR) systems. Methods We evaluated the CDS implementation capabilities of 8 Office of the National Coordinator for Health Information Technology Authorized Certification Body (ONC-ACB)-certified EHRs. Within each EHR, the authors attempted to implement 3 user-defined rules that utilized the various data and logic elements expected of typical EHRs and that represented clinically important evidenced-based care. The rules were: 1) if a patient has amiodarone on his or her active medication list and does not have a thyroid-stimulating hormone (TSH) result recorded in the last 12 months, suggest ordering a TSH; 2) if a patient has a hemoglobin A1c result >7% and does not have diabetes on his or her problem list, suggest adding diabetes to the problem list; and 3) if a patient has coronary artery disease on his or her problem list and does not have aspirin on the active medication list, suggest ordering aspirin. Results Most evaluated EHRs lacked some CDS capabilities; 5 EHRs were able to implement all 3 rules, and the remaining 3 EHRs were unable to implement any of the rules. One of these did not allow users to customize CDS rules at all. The most frequently found shortcomings included the inability to use laboratory test results in rules, limit rules by time, use advanced Boolean logic, perform actions from the alert interface, and adequately test rules. Conclusion Significant improvements in the EHR certification and implementation procedures are necessary.
INTRODUCTION
High-quality clinical decision support (CDS) is essential if the nation is to achieve the full benefits of electronic health records (EHRs) within healthcare environments. Of particular importance are real-time, point-of-care CDS alerts, which can remind clinicians of information they may have forgotten or overlooked as well as identify missing information that may impact the delivery of safe and effective patient care. Implementation of CDS requires access to a wide variety of patient-specific, coded data elements and the ability to manipulate these data using Boolean logic (i.e., "and," "or," and "not") in conjunction with time, patient location, and patient demographics (e.g., age or sex). 1, 2 In this study, we aimed to evaluate the ability of 8 Office of the National Coordinator for Health Information Technology Authorized Certification Body (ONC-ACB)-certified EHRs 3 to implement 3 basic CDS rules.
BACKGROUND
Prior research has demonstrated substantial benefits of various types of CDS incorporated into EHRs, including improved patient safety, clinical processes, and costs. 4 Given such potential benefits, hospitals are increasingly adopting EHRs with CDS capabilities. Recent reports indicate that CDS alerts are implemented in 75% of hospitals and included in all major commercial EHRs to notify clinicians of medication and allergy interactions, changing laboratory values, or other preventive care that is required. [5] [6] [7] [8] While some EHRs natively perform a limited set of CDS interventions, most require organizations to locally configure or create rules to perform the CDS. Despite great promise at improved outcomes, CDS implementations in many settings have not consistently improved patient outcomes. [9] [10] [11] [12] Likely causes of these failings include inadequate implementation and evaluation of alerts, leading to clinician nonadherence and overrides. 13, 14 However, it is also possible that current EHRs lack the capabilities for creation of important types of user-defined CDS.
The various capabilities of a CDS system have been previously described. 2, 7 One taxonomy of rule-based CDS includes triggers to invoke CDS rules, input data elements, interventions that the CDS rules can make, and offered choices within rules. 2 This work demonstrates that a great amount of beneficial CDS can be implemented within EHRs with a limited set of capabilities. A subsequent taxonomy of CDS capabilities includes medication dosing support, order facilitators, point-of-care alerts, relevant information display, expert systems, and workflow support. 7 A survey of commercial and internally developed systems found that only a limited number of functions were available in all surveyed EHRs, and medication dosing support and order facilitators were most frequently implemented. The implementation of CDS capabilities has not been assessed across a large population of EHRs.
The Health Information Technology for Economic and Clinical Health (HITECH) Act, a component of the 2009 American Recovery and Reinvestment Act, established the "meaningful use" (MU) incentive program to encourage adoption of EHRs. Stage 1 of MU required institutions to implement drug-drug and drug-allergy interaction checks, implement 1 high priority condition CDS rule, and track CDS compliance, 3 and stages 2 and 3 require institutions to implement 5 rules. 15, 16 The ONC also established the Permanent Certification Program for Health Information Technology for EHRs to certify that EHRs are capable of meeting the MU criteria. 17 Six organizations serve as ONC-Authorized Certification Bodies (ONC-ACBs): Surescripts LLC; ICSA Labs; SLI Global Solutions; InfoGard Laboratories, Inc.; Certification Commission for Health Information Technology (CCHIT); and Drummond Group, Inc. 18 To become certified, vendors must satisfy all certification criteria and have their product certified by an ONC-ACB. Table 1 provides an overview of the criteria for certification established in 2011. 19 The National Institute of Standards and Technology collaborated with the ONC to develop functional and conformance testing requirements, test cases, and testing tools for the certification process. 20 Each test procedure includes a description of the certification criterion; an informative description of the test; any referenced standards; normative test procedures, including required vendor information, required test procedure, and inspection test guide; test data, if applicable; and tools for testing conformance to the referenced standards, if applicable. 20 The CDS certification criterion states that EHRs must "implement automated, electronic clinical decision support rules (in addition to drug-drug and drug-allergy contraindication checking) based on the data elements included in: problem list; medication list; demographics; and laboratory test results" and "automatically and electronically generate and indicate in real-time, notifications and care suggestions based on clinical decision support rules." 19 Notably, the criterion does not require that the user of the system be able to customize the CDS or create new CDS, nor does it require any specific CDS rules or capabilities; it simply requires that some CDS, even if it is hard-coded, is in place.
The test procedure for this criterion utilizes vendor-supplied data and also allows the vendor to identify the rules to be used for the test. The procedure first tests implementation by validating that one or more CDS rules are provided and that the rules are based on data elements in a patient's problem list, medication list, demographics, and laboratory results. The procedure then tests the EHR's ability to generate and indicate notifications and care suggestions by performing the vendor-identified functions and verifying that the notifications and care suggestions are generated in real time, are based on the CDS rules tested in the implementation section, and are displayed as described by the vendor. No referenced standards or conformance tools are provided. As such, there is a great amount of flexibility provided to the EHR vendors in adherence to the certification criteria. This flexibility results in certified EHRs that may have substantially limited CDS capabilities, which in turn hinders their ability to support key activities that improve patient care, such as medication-lab interactions or renal dosing guidance.
Although the criterion for certification does not provide specific requirements for CDS, there is extensive evidence to support the need for key capabilities for user-defined CDS within EHRs in order to effectively improve patient care and processes. [21] [22] [23] Figure 1 depicts the workflow for CDS rules, including patient data that are exposed to the rules, clinical events that trigger the rules, alerts that are generated by the rules, and actions that are offered as choices to clinicians within the alert context. It is also necessary to have authoring and testing environments for the rules. Based on this workflow and our review of the literature, we summarize recommended guidelines for CDS rules in Table 2 . 
METHODS

Study EHRs
We performed a descriptive, observational study using a convenience sample of 8 ONC-ACB-certified EHRs (Table 3 ). These EHRs represent 38.22% (311 676) of 815 428 MU attestations covered through May 31, 2014. 37 For each EHR, we either worked in person or using web conferencing with an informatician (i.e., someone with training in how to use the EHR's CDS knowledge editing tools) in a healthcare setting using a test version or self-assessed an internet-accessible demonstration version to implement the CDS rules. The reporting of vendors is blinded in the results. No patient-identifiable data were viewed or captured during this study.
CDS Rules
To test each system, we developed 3 CDS rules to be implemented in the EHRs that utilized the various data and logic capabilities expected of typical EHRs (Table 2 ) and that represented clinically important evidenced-based care. We selected the top 3 input data elements for outpatient-compatible CDS systems to be utilized in our rules, including laboratory test results, medications, and problems. 2 The rules were:
1. If a patient has amiodarone on his or her active medication list and does not have a TSH result recorded in the last 12 months, suggest ordering a TSH. 38 2. If a patient has a hemoglobin A1c (HbA1c) result >7% and does not have diabetes (i.e., ICD-9 code 250.x) on his or her problem list, suggest adding diabetes to the problem list. 39 3. If a patient has coronary artery disease (i.e., ICD-9 code 414.x) on his or her problem list and does not have aspirin on the active medication list, suggest ordering aspirin. 40 
Analysis
We went through the implementation process for each rule in each EHR. For those EHRs that were not self-assessed, we provided the rules to the informaticians in advance and asked them to complete the steps. As each rule was implemented, we noted whether the rule was successfully implemented overall in addition to the specific capabilities that were required in implementing each rule (Tables 4 and 5 ). When possible, we recorded the interactions using video screen capturing software (Camtasia). We also captured static screen shots showing the CDS knowledge editor and the final alert display. Table 4 shows a high level summary of the success of each EHR in implementing the 3 CDS rules. Five EHRs were able to implement all 3 rules, and the remaining 3 EHRs were unable to fully implement any of the rules. One of these EHRs did not allow users to create rules at all. Table 5 shows the detailed CDS capabilities of each EHR. Use of coded medications and problems was common for those systems that allowed implementation of CDS rules, although use of coded laboratory tests was not. Laboratory test integration was limited in systems that we tested, particularly those for which we used a demonstration version. Some systems only allowed a limited number of coded data elements to be used in the rule; one system only allowed 5 medications to be listed within the triggering criteria. Limits on the number of data elements in the rules prevent systems from implementing more complex rules that incorporate greater numbers of medications, problems, or laboratory tests. For example, it might be necessary to create a rule for all expensive medications with lower cost alternatives that are otherwise unrelated and for which no pre-existing class or grouping exists.
RESULTS
The ability to create and use classes of medications, problems, and laboratory tests within the rules varied. Some systems allowed informaticians to create custom groupings that could be used in creating the alerts, while some used groupings existing within underlying terminologies (e.g., First DataBank medication classifications). One system that did not include grouping functionality allowed informaticians to mimic the feature with wildcard functionality on ICD-9 codes, such as including all diabetes problems by using ICD-9 codes that start with 250. Grouping functionality facilitates reuse of concepts and knowledge maintenance. For example, a class like beta blockers can be constructed once and maintained centrally (or acquired from a third party) but used in multiple rules. When grouping is absent, potentially overlapping lists of codes must be maintained in each rule separately.
Some systems did not allow the ability to limit rule triggers by time, which rendered them unable to adequately create the 3 rules. One system that did not have this capability did allow the rule to be suppressed for a specified amount of time; after the alert was displayed to a clinician once, the alert would not be displayed again for that patient until the specified amount of time had passed. Without the ability to limit rule triggers by time, healthcare settings must choose between high sensitivity and low specificity, (e.g., alerting all patients on amiodarone that a TSH level is required annually, whether or not they have ever had a TSH recorded), or high specificity and low The ability to use mathematical, temporal, and logical operators in rules is necessary for creating highly specific CDS rules that are likely to have an impact on clinical care.
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Mathematical operators include: greater than, less than, equal to, addition, subtraction, multiplication, division, exponents, order of operation controls, minimum, and maximum.
Temporal operators include: first, last, before, during, and after. 28 Logical operators include: and, or, not, xor, and exists.
Operators should be able to be combined arbitrarily.
Generate actionable alerts Actionable alerts allow clinicians to complete a recommended task directly from the alert interface and then return to their previous workflow without being excessively interrupted. Removal of unnecessary interruptions is key to delivering effective CDS. 6, 21, 26, 27 Actions include: cancel entered order, modify the order, choose an alternate order, modify or cancel an existing order or other data element, add a task to the ordering clinician or another user's work list, order a diagnostic test, suppress the alert for the patient for a specified time interval, defer the alert for the next order entry session, override and proceed, document a reason for overriding, and report an error about the alert or rule.
Provide comprehensive rule authoring environment
Tools to manage CDS rules allow organizations to add and modify key rules for improving care based on national recommendations or local needs. 6, 27, 29 Within the rule authoring environment, informaticians should be able to create, modify, and delete rules; designate clinical events as rule triggers; designate alert types that are generated by rules; and designate choices that are offered within alerts.
Support randomization of alerts
In the early phases of CDS implementation, it is necessary to allow organizations to test the effectiveness of rules within the production environment. 21, 30, 31 Randomization should be supported at the patient, clinician, and practice levels.
Support evaluation of rules
To ensure the safety and effectiveness of clinical decision support (CDS), all rules should be reviewed and approved by designated clinicians prior to implementation and following implementation on a regular basis. It is also important for the organization to continuously monitor and report on all displayed alerts and user actions to ensure that the CDS is working as intended. 6, 8, 13, 14, 27, [32] [33] [34] [35] [36] Logs of the rules, the patient data values, and user actions with timestamps should be recorded, and the EHR should include a mechanism for viewing in real time, exporting, and analyzing these logs within the rule testing environment. The environment should also allow rules to be exported in a human-readable format for clinician review.
sensitivity, (e.g., alerting patients on amiodarone who have never had a TSH recorded). The use of Boolean logic in creating rules was restricted in some systems. For example, 2 systems only allowed the use of "or" within groups and "and" between groups, and they did not allow the use of "not" within groups, while another system used "and" within groups and "not" between groups. One system did not allow "greater than or equal to" in the logic. Some systems went beyond the simple Boolean rule-creation capabilities and allowed more advanced programming functionality. Again, without the ability to use custom Boolean logic, EHRs are not able to implement more specific rules.
The ability to perform actions (i.e., order a medication, add a problem, or order a laboratory test) within the alert interface was limited. The ability to place orders for medications or laboratory tests was implemented more often than the ability to add an item to a patient's problem list. Those systems that did not allow actionable alerts allowed the display of text that recommended providers perform these actions separately, outside of the alert context, after responding to the alert. When clinicians are unable to act on an alert within the interface, they are required to change their workflow to complete recommended actions, which may further disrupt patient care and decrease the likelihood of the recommended actions being carried out.
We also encountered difficulty with several of the systems in testing the rules after they were created. The most common issue included the inability to enter testing data for laboratory results, so we were not able to test the first 2 rules. Another issue that we encountered was the need for data to be entered retroactively (e.g., medications ordered in the past), which some systems did not allow. Finally, some systems did not permit the use of test patients, so we were unable to test the rules in a live version; however, this may be a limitation of the system implementation, not the EHR. It is important both that EHRs allow healthcare settings to test the rules that are created, and that the settings have test patients and procedures in place for doing so to ensure that the rules are working as intended to prevent errors and ensure patient safety improvements. 41 
DISCUSSION
We tested 8 ONC-ACB-approved EHRs on their ability to implement 3 relatively basic, real-time, point-of-care CDS interventions. Only 5 of 8 EHRs were capable of implementing and testing all portions of the interventions, though the reasons for failure by each system varied. Some systems were able to implement portions of each rule, some were able to implement the rules but not test them, and some systems were unable to complete any of the tests. Interestingly, systems were capable of either fully implementing all 3 rules or were unable to fully implement all 3; no systems were able to fully implement only one or two of the CDS rules. These findings highlight important considerations for the future of EHR development, certification, and local implementations with respect to CDS.
EHR Approaches to CDS Implementation
We observed three distinct patterns in how user-defined CDS logic fit into the overall architecture of the EHR. The first pattern was to simply not permit it; in this case, any CDS was provided by the EHR vendor, and no customization or modification was allowed. One EHR that we evaluated followed this pattern and was unable to implement any of the 3 test rules. The second pattern was to create a rule engine and editor that ran alongside of, but separate from, the main components of the EHR. We refer to this pattern as a "bolt-on" engine, and we believe that 4 of our evaluated systems followed this pattern. In some cases, these engines are very basic and lacked flexibility, but in other cases, they were advanced. Of the 4 systems with bolt-on engines, 2 were able to fully/partially implement the 3 test rules, and 2 were unable to implement any of the 3 rules. The third approach we saw was a "platform" approach, where user-defined CDS was developed using the same core tools as native EHR functionality provided by the vendor. Three evaluated systems followed this pattern and all were able to fully implement the 3 test rules. This pattern of "bolt-on" vs "platform" approaches has been observed in other fields. 42 In our assessment of CDS capabilities, we found that even the most advanced bolt-on rule engines often had important limitations: they were be unable to access certain data elements, had limits in their workflow integration, or operated very slowly. In one case, the system operated so slowly that the hospital had chosen not to allow any rules to fire on the main screen of a patient record for fear of slowing chart loading. The key challenge for bolt-on systems is that they limited the creativity of user-defined CDS; unless the EHR vendor had imagined (and built tools for) a use case it was impossible to implement, leading to some of our negative findings. Platforms, by contrast, exposed most or all of the same functionality and tools used by the EHR vendor to develop their core functionality, allowing users to develop arbitrary CDS, in many cases far beyond the use cases apparently envisioned by the vendors. Our experience suggests that the platform approach is very powerful, and we recommend that EHR vendors adopt it to allow the systems to fully implement important CDS rules.
Implications for Clinical Sites Implementing CDS
Since there are no agreed upon standards for basic CDS functionality within EHRs, healthcare organizations are often responsible for identifying and implementing the CDS interventions they wish to provide within their organization. Proper tools to create high-quality, sensitive, yet still highly specific point-of-care clinical alerts are critical for delivering CDS to improve patient and provider outcomes. Without these tools, clinicians may be forced to deal with an unusually large number of alerts, which could lead to unnecessary interruptions and alert fatigue and is one of the most often cited reasons for alert nonadherence. 26 Even worse, clinicians may be faced with alerts that may be incorrect, which could lead to unintended adverse consequences. 13 Without the ability to adequately build and implement CDS rules within EHRs, organizations cannot effectively prevent errors and improve patient safety.
Another finding during this study was that within many organizations, there is a very small set of individuals with the knowledge, skill, and experience required to effectively interact with the EHR's CDS editor and rules engine. 43 EHR vendors must provide adequate documentation and training to healthcare organizations utilizing the systems. These organizations should also be held accountable for their implementation, testing, and management of systems to ensure that systems are used as designed and to their fullest extent to promote patient safety and prevent errors. 44, 45 Recommendations for EHR Certification If healthcare delivery systems are to realize the vast potential of EHRs to transform the delivery of care, we believe that the ONC-ACB EHR certification process surrounding the implementation of CDS should be significantly strengthened. Formal standards should be in place to Table 2 , and the certification process should enforce these standards. In addition to more specific requirements for CDS, we recommend that more stringent testing procedures be put in place to ensure that EHRs meet these requirements. Currently, EHR vendors submit information about which rule or rules have been implemented, and the certifying body follows these vendor-submitted instructions to carry out the testing. This process allows vendors to decide which CDS capabilities it includes, if any. Instead of evaluating rules that the vendor identifies as having implemented, the certification process should use a set of clinically important rules, similar to our evaluation, that are determined by the testing body, that require the minimum capabilities to assess whether the system adequately provides CDS.
Limitations and Future Work
This study had some limitations. First, we were only able to test a limited number of EHRs using a convenience sample. It is unknown whether additional EHRs are able to fully implement and test these rules, and further efforts are necessary to review all systems. We also performed the tests using EHR versions certified under the 2011 criteria; some systems may have updated their capabilities over time in order to meet the 2014 criteria, although the CDS-focused certification requirements did not change between the 2011 and 2014. Another limitation is that we were limited by the knowledge and abilities of the informaticians using each EHR. It is possible that an EHR had capabilities to implement some rules, of which the informaticians were unaware, although this is unlikely given the high-level capabilities of the people with whom we interacted. It is also possible that restrictions placed locally by the study setting or by the vendor in demonstration versions limited the CDS capabilities of the EHR. We also only tested basic rules with each EHR. More complicated rules that include additional data types, such as patient demographics, or intricate logic, would likely have caused more failures in our analysis. Future research should focus on an expanded set of rules, which are recommended for optimal patient safety.
Finally, we only assessed the technical implementation of the rules and were not able to fully test the rules in each setting. Although we did attempt to test all rules after implementation, we encountered some difficulties. The most common issue included the inability to enter testing data for laboratory results, due to either individual permissions or system-wide settings, so we were not always able to test the first 2 rules. Another issue that we encountered was the need for data to be entered retroactively (e.g., medications ordered in the past), which some systems did not allow. Finally, some systems did not permit the use of test patients, so we were unable to test the rules in a live version; however, this may be a limitation of the system implementation, not the EHR. It is important both that EHRs allow healthcare settings to test the rules that are created, and that the settings have test patients and procedures in place for doing so to ensure that the rules are working as intended to prevent errors and ensure patient safety improvements. 41 It is also unknown whether additional barriers beyond technical implementation capabilities exist with actual use of the rules in clinical care settings that would impede their effectiveness on improving outcomes. In future work we plan to systematically evaluate the ability of EHRs to test the implementation of CDS rules.
CONCLUSION
Nearly all of the EHRs evaluated had significant limitations in their CDS implementation capabilities. If we are to achieve the tremendous benefits from EHRs necessary to address the cost, quality, and safety issues within the modern EHR-enabled healthcare system, significant improvements in our certification and implementation rules and regulations must be made.
